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Problem

•Modern software systems are complex, 

with millions of lines of code, making 

debugging difficult.

• Differential debugging simplifies the 

process by comparing the current system 

to a previous version as a baseline.

• Current debugging practice involves 

running two separate debugger instances 

without communication about their 

execution states.



IDD: Interactive Differential Debugging
• IDD automates the process of filtering out irrelevant execution paths between 

a reference and the regressed software system.

• IDD loads two versions of the system

• Base: The version of the system we expect to be fine.

• Regressed: The version that has a regression introduced in it.

• IDD uses LLDB or GDB to inspect both versions of the system simultaneously.

• IDD offers diff-view to look at the differences between the states of both 

systems.

• IDD helps find the regression faster by ignoring common/irrelevant execution 

paths



IDD Architecture

• IDD is the core controller, issuing 

commands to both LLDB instances.

• Each LLDB instance debugs a 

different version of the same 

program.

• IDD synchronizes their execution 

and filters out shared state to 

highlight differences.
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Future Work

• Improved semantic diff. on pointers across instances

•Automatically break at diverging stack frames

•Watchpoints for diverging variables values of interest

•Better gdb support



Thank You  GitHub: github.com/compiler-

research/idd

 PyPI: pypi.org/project/idd  

 Install via: pip install idd
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